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Globally valid: United Kingdom — — European Union For all 1958 contracting parties:
-ENXVCS PSTI (Secure by Design) - Cyber Resilience Act - UNECE WP.29 R155

- FIRST PSIRT Services Framework - Radio Equipment Directive: -UNR156

- ISO/SAE 21434:2021 Delegated Act for Cyber Security

-1S0 24089:2023 - European Union NIS2

- UNECE WP.29 R155 -CDPR

-UNR156 - VDA ACSMS Red Volume

Canada

Canada’s vehicle cyber security guidance

UsA
- NHTSA Cybersecurity Best Practices *—— Japan
- NISTCSF 2.0 JasPar TD-CSP-12: Automotive Cyber
- USrules on incident disclosure of public companies Security Quality Assurance Guide in
- USruleson Securing the Information and consideration of supply chain
Communications Technology and .
Services Supply Chain: Connected Vehicles China

- GB 44495-2024: Technical
requirements for vehicle cybersecurity

- GB 44496-2024: General technical
requirements for software update of
vehicles

- MIIT Guide for ICV Manufacturers and
ProductAccess

India
- AlS189 Approval of vehicles with regards to
Cyber Security and Cyber Security management system (DRAFT)
- AIR 190 Approval of vehicles with regards to Software update and
Software updates management system
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Requirement
specification

Architecture
design

Testing and
validation

Middleware .
. . Integration
configuration

Requirement and variant management

Holistic security
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ﬁa‘&mIE\ NEOUFIL 2B, MRAEFE, XEE—
MEZHINE LI ). B, TS AERBINBSIF R
HESIBKNEZM, FRNHEMEMNER. X—EaBE5EN
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AT, SChEFMEPMES R MRS RBEIGESHIkE, Flangt
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TEH .
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31.34
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18.93 %
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1) Rockwell Automation, 9th annual State of Smart Manufacturing Report: 3) Automotive IT, accessed 2024/11/11, https://www.automotiveit.eu/
Automotive Edition, accessed 2024/11/10, https://www.rockwellautomation. technology/volkswagen-streicht-modelle-wegen-cybersecurity-vorga-
com/content/dam/rockwell-automation/documents/pdf/campaigns/sta- ben-99-311.html

te-of-smart-2024-automotive/2024-state-of-smart-manufacturing-for-

automotive.pdf 4) FaistGroup, accessed 2024/11/11, https://www.faistgroup.com/news/

growth-challenges-automotive-cybersecurity/
2) Forbes, accessed 2024/11/11, https://www.forbes.com/sites/michaelnar-
ley/2024/03/28/eu-cybersecurity-laws-kill-porsches-718-boxster-and-
cayman-early/

5) ETASCyberMaturity Report, accessed 2024/11/11, https://www.etas.com/
download-center-files/DLC_products_ESCRYPT/etas-automotive-cyber-
maturity-report-2024-en-20240719.pdf
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